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FCC STATEMENT

FS

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can radiate
radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by one or more of the following measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

e  Consult the dealer or an experienced radio/ TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:

1) This device may not cause harmful interference.
2) This device must accept any interference received, including interference that may cause
undesired operation.
Any changes or modifications not expressly approved by the party responsible for compliance could void
the user’s authority to operate the equipment.

Note: The manufacturer is not responsible for any radio or tv interference caused by unauthorized
modifications to this equipment. Such modifications could void the user’s authority to operate the
equipment.

FCC RF Radiation Exposure Statement:

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This device and its antenna must not be co-located or operating in conjunction with any
other antenna or transmitter.

“To comply with FCC RF exposure compliance requirements, this grant is applicable to only Mobile
Configurations. The antennas used for this transmitter must be installed to provide a separation distance
of at least 20 cm from all persons and must not be co-located or operating in conjunction with any other
antenna or transmitter.”

CE Mark Warning

C€1588

This is a class B product. In a domestic environment, this product may cause radio interference, in which
case the user may be required to take adequate measures.
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Mpoaykt ceptudikoBaHo 3rigHO ¢ npaBunamyn cuctemmn YKpCEMPO Ha BignoBigHiCTb BUMOram
HOPMaTUBHUX OOKYMEHTIB Ta BUMOram, Lo nepeadbadvyeHi YNHHUMK 3aKOHOAABYMMN akTaMn YKpaiHu.

Safety Information

® When product has power button, the power button is one of the way to shut off the product; when

there is no power button, the only way to completely shut off power is to disconnect the product or

the power adapter from the power source.

® Don’t disassemble the product, or make repairs yourself. You run the risk of electric shock and

voiding the limited warranty. If you need service, please contact us.

® Avoid water and wet locations.

This product can be used in the following countries:
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Tp-LINK® TP-LINK TECHNOLOGIES CO., LTD

DECLARATION OF CONFORMITY

For the following equipment:

Product Description: 300Mbps AV500/AV200 WiFi Powerline Extender
Model No.: TL-WPA4220/TL-WPA2220
Trademark: TP-LINK

We declare under our own responsibility that the above products satisfy all the technical regulations
applicable to the product within the scope of Council Directives:

Directives 1999/5/EC, Directives 2004/108/EC, Directives 2006/95/EC, Directives 1999/519/EC,
Directives 2011/65/EU

The above product is in conformity with the following standards or other normative documents
ETSI EN 300 328 V1.7.1: 2006

ETSI EN 301 489-1 V1.9.2:2011& ETSI EN 301 489-17 V2.2.1:2012

EN 55022:2010

EN 55024:2010

EN 61000-3-2:2006+A1:2009+A2:2009

EN 61000-3-3:2008

EN 60950-1:2006+A11: 2009+A1:2010+A12:2011

EN 62311:2008

The product carries the CE Mark:

C€1588

Person responsible for marking this declaration:

Yang Hongliang

Product Manager of International Business

Date of issue: 2013

TP-LINK TECHNOLOGIES CO., LTD.

Building 24 (floors 1, 3, 4, 5), and 28 (floors 1-4) Central Science and Technology Park, Shennan Rd,
Nanshan, Shenzhen, China



Important Safety Instructions

1.
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10.
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12.

13.

14.

15.

Do not open this product or attempt to service it; it may expose you to dangerous high voltage or
other risks.

Do not operate this product near water.

Do not place or operate this product near a radiator or a heat register.

Do not expose this product to dampness, dust or corrosive liquids.

Do not connect this product or disconnect it from a wall socket during a lightning or a thunderstorm.
Do not block the ventilation slots of this product, for insufficient airflow may harm it.

Do not put anything on this product.

Plug this product directly into a wall socket (100-240V~, 50/60Hz). Do not use an extension cord
between this product and the AC power source.

When plugging this product into a wall socket, make sure that the electrical socket is not damaged,
and that there is no gas leakage.

Place the connecting cables properly so that people won’t stumble or walk on it.

. This product should be operated from the type of power indicated on the marking label. If you are not

sure of the type of power available, consult the qualified technician.

Unplug this product from the mains and refer the product to qualified service personnel for the
following conditions:

» If liquid has been spilled on the product
> If the product has been exposed to rain or water

Unplug this product from the wall socket before cleaning. Use a damp cloth for cleaning. Do not use
liquid cleaners or aerosol cleaners.

The specification of the fuse is T4AL250V for TL-WPA4220 (T2.5AL250V for TL-WPA2220). To
avoid damage, please do not change the fuse.

The Operating temperature is 0°C~40°C (32°F~104°F). The Storage temperature is -40°C~70°C
(-40°T ~158°F).



CONTENTS

Chapter 1 INtrodUCHION.........ccceee e s e e e e e ema s e s e e e e e eme s s mmnas e enens 1
1.1 System ReqUIrEMENT ... 1
1.2 Package ContentS ..o 1
1.3 CONVENLIONS. ..o 2

Chapter 2 Hardware CONNECHION..........ciiiiiiiccccicrre e e e re e e e s s mme e e e s e s e mme e e e e e e e e e mmmneeennen 3
P =T (o { I o T ==Y o SRR 3
b I L N [T [ o= o ) OSSP 4
2.3 Physical INterface ..., 5
2.4 HardWare CONNECHION ...ttt e e e et e e e e e et e e e e e e e e 5
2.5 Wi-Fi Clone Button for Super Range EXtension............ooooiooiii e 8

Chapter 3 Configure the DeVICe...........iiiiiiicccirr e s mmn e e e s smmr e e e e e e e mmne e e e nan 10
G Tt 1o T 1] o 10

3.1.1 FOr Wired CONNECHON ...ttt ettt ettt se e st seesesbe e eneeneees 10
3.1.2 FOr Wireless CONNECLION .......c.oooviiiiieiieieieceeeee ettt ettt et a e e v ae s e saeereeesenns 12
B2 AU .o, 13
G TG TN = 0T o PRSPt 14
B VTl S S oo 14
341 WIrEIESS SEENGS ..ottt ettt ettt b e ebeese e st ebeeaeessessesseeaeessenns 15
3.4.2 WIrCIESS SECUNILY ...ttt ettt b ettt beete e st e b e ebeeseesbesseereessesseseereessenes 16
3.4.3 WiIrelesSs MAC FiltEIING .......c.ooiiiiiiciieeeee ettt ettt ettt sttt beereeasessesbeeaeeseenes 19
3.4.4 WIreleSS AQVANCE .......cc.oiiiiiiitiee ettt sttt a e bttt s bt bbbt e b be e seeneee 21
3.4.5 WIreless StatiStiCS......couiiuiieieeee et et 22
R TR T w011 o ] =SSP 23
3.5.1 NEIWOIK SEINGS ....ceiieieieiee ettt ebe st et be e teeseesaesbeeaeessenns 23
3.5.2 SHAtON SEHINGS ..ottt ettt eb et et b e et se s nbeeaeeneenes 23
3.6 SYSIEM TOOIS ... 25
3.6.1 FIrmMWare UPGrade.........c.ooi oottt ettt ettt ettt sb e sbeeseesbebeeteessessesbesseessenes 25
3.6.2 FACIOrY DEFAUIS ..ottt ettt et e se et b e b eseesaesbeereeseenes 27
3.6.3 BACKUP & RESIOME.......ooeeieeeeeee ettt ettt et eae et ae e e teeteete e teeteeaean 27
3.6.4 REDOOL ...ttt ettt h bttt s e a e b et n bt et e et ne e 28
B.B.5 PASSWOIG ..ottt ettt ettt ettt ettt e et et eat et e e teeteeat e b e teern et e ateereensenns 28
3.6.8 SYSIEM LOG ..ottt ettt ettt ae ettt et e reere st e ereensenns 29

Chapter 4 Connecting to Wireless Network......... e 30
g I [ VAT g T [ 1V R TSP 30
4.2 IN WINAOWS ViSta . ..o 32
4.3 1IN WINAOWS XP ...ttt ettt e e e e e e bbbt e e e e e e s e bbb e e e e e e eabtreeeeeeeeas 34
4.4 INWINAOWS 8 ...ttt e ettt e e e e e ettt et e e e e e s e bbbt e e e e e esnbbeeeeeeeeeas 34

Chapter 5 Pair BULLONS .........c.ooeiiiiiiiiiicciiccie e cees e e en e s e s s e s s s s s s s s s s s s s s s s nssnnssnssnnnssnsnnnneeaneennnnnns 37
5.1 Pair (Secure with 128 DitS-AES) ......cooi e e e 37
5.2 Setting Up a Powerline Network with the Pair Button ..., 37
B 3 RSB e 38

Appendix A: Troubleshooting GUIde............cccee i — 39

Appendix B: SpecifiCations.........ccuuuiiiiii i e nnnn e 40



TL-WPA4220/TL-WPA2220 IO\ PN DR I S AV T W S [ T

Chapter 1 Introduction

Congratulations on your purchase of this outstanding 300Mbps AV500/AV200 WiFi Powerline Extender.
This device is not only a 500Mbps/200Mbps powerline Ethernet adapter which transforms your house’s
existing electrical wiring into a ubiquitous networking infrastructure, but also a 300Mbps Wi-Fi Access
Point which creates a wireless network allowing for greater range and mobility.

As a powerline Ethernet adapter, it uses the existing power lines installed in a home as a path to
transmit digital data, voice, audio and video between devices. Simply plug this 300Mbps AV500/AV200
WiFi Powerline Extender into an ordinary AC power outlet, and then your Cable/xDSL broadband
connection or existing Ethernet (LAN) network can be easily extended to any other electrical outlet in
any room of a house with the absence of cabling. With powerline data rates of 500Mbps/200Mbps, full
multimedia application can easily be supported throughout the whole house.

As a Wi-Fi Access Point, it can transmit wireless data at the rate of up to 300Mbps. With multiple
protection measures including SSID broadcast control, wireless LAN WEP encryption, and Wi-Fi
Protected Access (WPA2- PSK, WPA-PSK), the device delivers complete data privacy.

It supports an easy, Web-based management utility. Even though you may not be familiar with the
device, you can easily configure it with the help of this Guide. The adapter adds three new functions
which are found to be useful.

1.  Connection with a new unassociated device via the Pair button.

2. Reset to default settings via the Reset button.

3.  Wi-Fi Clone via Wi-Fi Clone button.

1.1 System Requirement

a) At least two power outlets (100-240V~, 50/60Hz) with standard home power wiring

b) A computer with the following:

Operating System of Windows XP, Windows Vista or Windows 7

Operating System with TCP/IP installed

Pentium 11l compatible processor and above

Ethernet LAN card installed with TCP/IP protocol

64 MB RAM or more

50 MB of free disk space (Minimum)

CD-ROM Drive

YV V V V V V

1.2 Package Contents

The package contains the following items:

» One 300Mbps AV500/AV200 WiFi Powerline Extender

» One Ethernet Cable

»  One Quick Installation Guide

» One Resource CD (including Management Utility and User Guide)

If any of the above items are damaged or missing, please contact your distributor immediately.
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1.3 Conventions

The extender, or TL-WPA4220/TL-WPA2220, or device mentioned in this User Guide stands for
TL-WPA4220/TL-WPA2220 300Mbps AV500/AV200 WiFi Powerline Extender without any explanations.

Parameters provided in the pictures are just references for setting up the product. They may differ from
the actual situation.

You can set the parameters according to your demand.

& Note:

This User Guide is shared by TL-WPA4220 and TL-WPA2220. Here in this Guide we use TL-WPA4220
for example.

The difference between them is:

>  TL-WPA4220 300Mbps AV500 WiFi Powerline Extender with powerline data rate of up to
500Mbps;

»  TL-WPA2220 300Mbps AV200 WiFi Powerline Extender with wireless data rate of up to
200Mbps.
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Chapter 2 Hardware Connection

2.1 Before You Begin

Please read this User Guide carefully before installing and using the equipment. The operating distance
or range of your wireless connection varies significantly based on the physical placement of the
powerline extender. Factors that can weaken signals by getting in the way of your network’s radio waves
are metal appliances or obstructions, and walls. Typical ranges vary based on the types of materials and
background RF (radio frequency) noise in your home or office.

For best performance of your wireless network, you are suggested to place your powerline extender:

1). Near the center of the area in which your wireless stations will operate.

2). In an elevated location such as a high shelf.

3). Away from the potential sources of interference, such as PCs, microwaves, and cordless phones.
4). With the Antenna in the upright position.

5). Away from large metal surfaces.

Failure to follow these guidelines can result in significant performance degradation or inability to
wirelessly connect to the powerline extender.

& Note:

Take notes that this 300Mbps AV500/AV200 WiFi Powerline Extender works in pairs or with another
powerline adapter. You need to plug the powerline extender into a power outlet; you will also need
another powerline extender or powerline Ethernet adapter connected to your Cable/xDSL broadband
(Ethernet port) in order to extend your broadband connection or Internet surfing. With clean powerline,
the distance between two powerline Ethernet adapters can reach 300 meters, but the actual distance
may vary due to the environment.

Section below describes the 300Mbps AV500/AV200 WiFi Powerline Extender’s LED indicators,
physical interface and hardware connection mechanism.
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2.2 LED Indicator

The LED indicator displays information about the device’s status.

LEDs Name Status Indication
Solid The device is on.
Power LED Off The device is off.
Blinking The device is in the pairing procedure.
. The device is connected to a powerline network, but there
Solid . .
Powerline is no data being transferred.
LED Off The device isn’t connected to any powerline network.
Blinking The device is transferring data.
Solid The Ethernet port is connected.
Ethernet LED
Off The Ethernet port isn’t connected.
Off The wireless function has been disabled.
WRIWF g ing slowly | The extender is cloning Wi-Fi settings f ther devi
Clone LED inking slowly e extender is cloning Wi-Fi settings from other device.

Blinking quickly

The wireless function has been enabled.
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2.3 Physical Interface

There are four physical items on this device.

\— Wi-Fi/Wi-Fi Clone Button

Ethernet Port
Pair Button

Reset Button

Item Description

Wi-Fi/Wi-Fi Press the button for 2 seconds to start Wi-Fi Clone.
Clone Button [Press the button for 5 seconds to enable or disable the wireless function.

Ethernet Port |Two 10/100Mbps Ethernet port connected to PC LAN card or broadband device.

Press the button more than 5 seconds, the device will restore to its factory

Reset Button defaults.

Pair Button  [Pair buttons are used to secure a powerline network.

& Note:

1. If you press the Pair button for more than 10 seconds, the extender will leave the network it is
associated with and its network name assumes a random value.

2. For detail information about the Reset button and Pair button, please refer to Chapter 5 Pair
Buttons.

2.4 Hardware Connection

Please first make sure that your PC can successfully access the Internet via the router. Then connect
the powerline devices by following the instructions below.

Step 1: Connecting to the Internet

This section describes how to connect the powerline extender into your existing network. Follow the
procedures described below:

1. Connect one end of an Ethernet (RJ45) cable to the Ethernet port of the powerline extender or a
compatible powerline adapter like TL-PA4010.
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. Connect the other end of the Ethernet (RJ45) cable to an available Ethernet port of your wireless

router.

. Plug the powerline extender or powerline adapter into a wall socket.

Check and confirm the LEDs status. (The Power LED and Ethernet LED on the powerline device
should be ON.)

The hardware connection mechanism is shown below:

TL-PA4010

4 i -

| wireless Router

D

(8

Y,

&~ Note:

Do not connect the powerline extender or powerline adapter to an extension lead, power strip, extension
cord, or surge protector, as these may degrade the network performance.

Step 2: Connecting the Computer

Following are the steps to properly connect the powerline extender to your computer:

1.

2
3
4.
5

Connect one end of the provided Ethernet (RJ45) cable to the powerline extender’s Ethernet port.

. Connect the other end of the Ethernet (RJ45) cable to you computer’s LAN port.

. Plug the powerline extender into a wall socket next to the computer.

Turn on your computer.

. Check and confirm that the Power LED and Ethernet LED on the powerline extender are ON.
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The hardware connection mechanism is shown below:

.....

TL-WPA4220

As soon as the powerline devices are connected following the steps above, a powerline network is
available.

l TL-WPA4220

TL-PA4010

Room 2 Room 1
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2.5 Wi-Fi Clone Button for Super Range Extension

Wi-Fi Clone button is used for copying the wireless settings (including SSID and wireless password)
from the front wireless router.

Wi-Fi Clone Steps:

Before taking the steps below, please make sure the current wireless password of the front router isn’t
the default value.

TL-PA4010

/NK CJ . SSID:abc

( - 2 SSID: efg Password:123

\ >\ | Password: 456 | = Internet
\ J\\ T

Wireless Router

OSED)

I D

N

1. Press the WPS button on the router for 2 seconds. (Here we take TP-LINK router as an example.)

2. Press the Wi-Fi Clone button on the extender for 2 seconds. The extender will reboot later.
* It's recommended that you plug the extender near the router to use Wi-Fi Clone button.
After Wi-Fi Clone:

A unified wireless network is established. The SSID and wireless password of the powerline extender
will be the same as the wireless router.

TL-WPA4220 TL-PA4010

D

I D

SSID: abc

Password:123
SSID:abc Internet
Password: 123 B

Wireless Router

f
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&~ Note:

If you want to establish a secure and separate wireless network from the wireless router, please refer to
3.4.2 Wireless Security to set a different SSID and passphrase for your powerline extender.




TL-WPA4220/TL-WPA2220 IO\ PN DR I S AV T W S [ T

Chapter 3 Configure the Device

This Chapter describes how to configure your Access Point via the web-based management page. The
300Mbps AV500/AV200 WiFi Powerline Extender is easy to configure and manage with the Web-based
(Internet Explorer, Netscape® Navigator, Firefox, Safari, Opera or Chrome) management page, which
can be launched on any windows, Macintosh or UNIX OS with a web browser.

3.1 Login

3.1.1 For Wired Connection

If your computer is connected to the extender via Ethernet cable, you can log in the extender by
following the steps below:

1. Insert the TP-LINK Resource CD into the CD-ROM drive. The following screen will appear. Select
model TL-WPA4220 and then choose Management Utility from the drop-down menu.

Setup Wizard

Figure 3-1 Setup Wizard

10
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2. Find the model to be configured and click Connect to log in the Web-based management utility.

e
fles [
Wireless powerline devices in your local network:
Description Mode NO. IP Address MAC Address Connect
11N Powerline AP TL-WPa4220 192,168, 1.1 00-B2-52-04-02-12 |00nl‘ﬁ9t|
]
| Rescan

Figure 3-2 Management Utility

&~ Note:

If another TL-WPA4220 is displayed on the screen above and you cannot decide which model is the
one you are configuring, please refer to the MAC address under MAC Address column. The device’s

MAC address can be found on the label at the bottom of the device.
3. Enter admin for the User name and Password (both in lower case letters) in the screen below. Then
click OK or press Enter.

Connect to 192.168.1.1

300Mbps AYSO0 WiFi Powerline Extender WPA4Z220
Lser name: | 7 admin w |
Fassword: | sssse |
[ ]Remember my password
[ (] 4 l [ Cancel

Figure 3-3 Login Window

11
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&~ Note:

If the above screen does not prompt, it means that your web-browser has been set to a proxy. Go to
Tools >Internet Options>Connections>LAN Settings, in the screen that appears, cancel the
Using Proxy checkbox, and click OK to finish it.

3.1.2 For Wireless Connection

If your device is connected to the extender via wireless, you can log in the extender by following the
steps below:

1. Launch a web-browser and type in the default domain name http://tplinkplclogin.net in the address
field.

Address http: /ftplindkplclogin net M | o

Figure 3-4 Log in the Router

2. Enter admin for the User name and Password (both in lower case letters) in the screen below. Then
click OK or press Enter.

Connect to tplinkplclogin. net

£
M\

4

300Mbps AYS00 WiFi Powerling Extender WPA4220

Lser narne: | 7 admin w |

Password: | sanes |

] remember my password

[ (0] 4 l [ Cancel

Figure 3-5 Login Windows
&= Note:

If the above screen does not prompt, it means that your web-browser has been set to a proxy. Go to
Tools>Internet Options>Connections>LAN Settings, in the screen that appears, cancel the
Using Proxy checkbox, and click OK to finish it.

After a successful login, you can configure and manage the device. There are six main menus on the
leftmost column of the Web-based management page: Status, Network, Wireless, Powerline and
System Tools. Submenus will be available after clicking one of the main menus. On the right of the
Web-based management page lays the detailed explanations and instructions for the corresponding
page.

12


http://tplinkplclogin.net/�

TL-WPA4220/TL-WPA2220 IO\ PN DR I S AV T W S [ T

3.2 Status

The Status page displays the powerline extender’s current status and configuration. All information is

read-only.

Firmware Version:

Hardware Version:

1.2.2 Build 130306 Rel.34530n
WPA4220 v1 DBEF4015

Powerline

MAC Address:
Device Password:

Network Name:

00-B2-52-04-02-12
AZQW-RLQB-JSJP-XViK)

HomePlugAy

Name (S5I0):
Channel:
Mode:

Channel Width:
MAC Address:

Network
MAC Address: 00-B0-52-11-22-00
IP Address: 192.168.11
Subnet Mask: 255.255.255.0
Wireless
Wireless Radio: Enable

TP-LIMK_112200

Auto (Current channel 1)
11bgn mixed

Automatic

00-B0-52-11-22-00

System Up Time:

0 days 00:03:47

Figure 3-6 Status

Firmware Version - This field displays the current firmware version of the powerline extender.
Hardware Version - This field displays the current hardware version of the powerline extender.

Powerline - This field displays the current settings or information for powerline, including the MAC
address, Device Password and Network Name which can be configured on the Powerline —
Network Settings page.

e MAC Address - The physical address of the powerline extender, as seen from powerline.
e Device Password - The security ID that restricts access to critical device functions.
e Network Name - The name that identifies a logical network.

Network - The following parameters apply to the Ethernet port of the powerline extender. You can
configure them on the Network page.

e MAC Address - The physical address of the powerline extender's Ethernet port.
e IP Address - The IP address of the powerline extender.

° Subnet Mask - The subnet mask associated with IP address.

13
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> Wireless - This field displays the current settings or information for wireless. They can be
configured on the Wireless — Wireless Settings page.

e Wireless Radio - Indicates whether the wireless radio feature of the powerline extender is
enabled or disabled.

e Name (SSID) - The SSID of the powerline extender.

e  Channel - The wireless channel in use.

e Mode - The current wireless mode the powerline extender works on.

e  Channel Width - The bandwidth of the wireless channel.

e MAC Address - The physical address of the powerline extender, as seen from the WLAN.

> System Up Time - This filed displays the length of the time since the powerline extender was last
powered on or reset.

Click the Refresh button to get the latest status and settings of the powerline extender.

3.3 Network

You can configure the IP parameters of the powerline extender on this page.

MAC Address: 00-0A-EB-00-16-01
IP Address: 192.168.1.1
Subnet Mask: 2562652560 (v

Figure 3-7 Network
> MAC Address - The physical address of the powerline extender's Ethernet port. The value can not
be changed.
> IP Address - Enter the IP address of the powerline extender in dotted-decimal notation (factory
default setting is 192.168.1.1).
> Subnet Mask - An address code that determines the size of the network. Usually it is
255.255.255.0.

Click the Save button to save your settings.

&~ Note:

1. If you change the IP address, you must use the new IP address to log in to the powerline extender.
2. Ifthe IP address of the powerline extender conflicts with other device in the intranet, a temporary IP

address will be generated at random.

3.4 Wireless

The Wireless option, improving functionality and performance for wireless network, can help you make

14
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the powerline extender an ideal solution for your wireless network. Here you can create a wireless local
area network just through a few settings. Wireless Settings is used for the configuration of some basic
parameters of the powerline extender. Wireless Security provides three different security types to secure
your data and thus providing greater security for your wireless network. MAC filtering allows you to
control the access of wireless stations to the powerline extender. Wireless Advanced allows you to
configure some advanced parameters for the powerline extender. Wireless statistics enables you to get
detailed information about the current connected wireless stations.

There are five submenus under the Wireless menu (shown in Figure 3-8): Wireless Settings, Wireless
Security, Wireless MAC Filtering, Wireless Advanced and Wireless Statistics. Click any of them
and you will be able to configure the corresponding function. The detailed explanations for each
submenu are provided below.

Wireless
- Wireless Settings

- Wireless Security

- Wireless MAC Filtering

- Wireless Advanced

- Wireless Statistics
Figure 3-8 Wireless menu

3.4.1 Wireless Settings

Selecting Wireless > Wireless Settings will enable you to configure the basic settings for your wireless
network on the screen below (Figure 3-9).

Wireless Settings

ssiD: | TP-LINK_112200 |

Region: |United States -

Mode: | 11hgn mixed v

Channel Width:

Enable Wireless Powerline Extender Radio

Enable SSID Broadcast

Figure 3-9 Wireless Settings

> SSID (Set Service Identifier) - Identifies your wireless network name. Enter a value of up to 32
characters. The same Name (SSID) must be assigned to all wireless devices in your network. The
default SSID is TP-LINK_XXXXXX (XXXXXX indicates the last six unique characters of each
device’s MAC address). This value is case-sensitive. For example, TEST is not the same as fest.

> Region - Select your region from the pull-down list. This field specifies the region where the
wireless function of the powerline extender can be used. It may be illegal to use the wireless
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function of the powerline extender in a region other than one of those specified in this filed. If your
country or region is not listed, please contact your local government agency for assistance.

When you select your local region from the pull-down list, click the Save button, then the Note
Dialog appears. Click OK.

Nicrosoft Internet Explorer

] Selecting the incorrect country may causze interference to other devices and wiclate the applicable law.
LY

Note Dialog

Channel - This field determines which operating frequency will be used. It is not necessary to
change the wireless channel unless you notice interference problems with another nearby access
point. If you select Auto, then the powerline extender will choose the best channel automatically.

Mode - Select the desired wireless mode. The options are:

e 11b only - Only 802.11b wireless stations can connect to the device.

e 11g only - Only 802.11g wireless stations can connect to the device.

e 11n only - Only 802.11n wireless stations can connect to the device.

¢ 11bg mixed - Both 802.11b and 802.11g wireless stations can connect to the device.

¢ 11bgn mixed - All 802.11b, 802.11g and 802.11n wireless stations can connect to the device.

If all of the wireless devices connected with the powerline extender can connect in the same
transmission mode (e.g. 802.11b), you can choose the Only mode (e.g. 11b only). If you have
some devices that use different transmission modes, choose the appropriate Mixed mode.

Channel Width - Determines the channel width to be used. It is unnecessary to change the default
value unless required.

Enable Wireless Powerline Extender Radio - The wireless radio of the powerline extender can
be enabled or disabled to allow or deny wireless stations to access. If it is enabled, the wireless
stations will be able to access the powerline extender; otherwise, wireless stations will not be able
to access the powerline extender.

Enable SSID Broadcast - Selecting this check box will allow the device to broadcast its name
(SSID) on the air. If it's allowed, when wireless clients survey the local area for wireless networks
to associate with, they will detect the SSID broadcast by the device.

&= Note:

To apply any settings you have altered on the page, please click the Save button, and then you will be
reminded to reboot the device.

3.4.2 Wireless Security

Selecting Wireless > Wireless Security will enable you to configure wireless security for your wireless
network to protect your data from intruders. The powerline extender provides three security types: WEP,
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WPA/WPA2 and WPA-PSK/WPA2-PSK. The default password can be found on the label at the bottom
of the device. Wireless security can be configured on the following screen shown as Figure 3-10.

(> Disable Security

O WEP
Type: COpen System v
WEP Key Format: Hexadecimal e
Key Selected WEP Key Key Type
Key 1: Disabled v
Key 2 Disahled |+
Key 3 Disabled |+
Key 4: Disabled v
O WPAWPA2
Version: Automatic v
Encryption: Automatic s
Radius Server IP:
Radius Port: [1] (1-65535, 0 stands for default port 1812}
Radius Password:
Group Key Update Period: 86400 {in second, minimum is 30, 0 means no update)

© WPA-PSK/IWPA2-PSK

Version: Automatic b
Encryption: Automatic ~
PSK Password: 12345670

(You can enter ASCI characters between 8 and 63 or Hexadecimal characters between 8 and 64

Group Key Update Period: 86400 (in second, minimum is 30, 0 means no update}

Save

Figure 3-10 Wireless Security

> Disable Security - Check this radio button to disable wireless security. If disabled, the wireless
stations will be able to connect this device without encryption. It is strongly recommended that you
choose one of the security types to enable security.

> WEP - Select 802.11 WEP security.

* WEP
Type: Open Systern »
WEP Key Format: Hexadecimal hd
Key Selected WEP Key Key Type
Key 1 Dizabled
Key 2 Disabled +
Key 3 Disabled +
Key 4 Disabled +
We da not recommend using the WEP encryption ifthe device operates in
802.11n mode due to the factthat WEP is not supported by 802.11n specification

Figure 3-11 WEP
e Type - You can select one of following types.

v' Automatic - Select Shared Key or Open System authentication type automatically based
on the wireless station's capability and request.

Shared Key - Select 802.11 Shared Key authentication type.
v' Open System - Select 802.11 Open System authentication type.
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e WEP Key Format - You can select ASCII or Hexadecimal format. ASCII format stands for any
combination of keyboard characters in the specified length. Hexadecimal format stands for any
combination of hexadecimal digits (0-9, a-f, A-F) in the specified length.

e WEP Key - Select which of the four keys will be used and enter the matching WEP key
information for your network in the selected key radio button. These values must be identical on
all wireless stations in your network.

e Key Type - You can select the WEP key length (64-bit, or 128-bit) for encryption. "Disabled"
means this WEP key entry is invalid.

v" For 64-bit encryption - You can enter 10 hexadecimal digits (any combination of 0-9, a-f,
A-F, zero key is not permitted) or 5 ASCII characters.

v" For 128-bit encryption - You can enter 26 hexadecimal digits (any combination of 0-9, a-f,
A-F, zero key is not permitted) or 13 ASCII characters.

& Note:

If you do not set the key, the wireless security function is still disabled even if you have selected Shared
Key as Authentication Type.

> WPA/WPA2 - Select WPA/WPAZ2 based on Radius Server.

® WPAWPAZ
Version: Autornatic v
Encryption: Autormatic v
Radius Server IP:
Radius Port: 1812 (1-65535, 0 stands for default port 1812)

Radius Password:

Group Key Update Period: 86400 ({in second, minimum is 30, 0 means no update)

Figure 3-12 WPA/WPA2
e Version - You can select one of following versions.

v' Automatic - Select WPA or WPA2 automatically based on the wireless station's capability
and request.

v" WPA - Wi-Fi Protected Access.

v WPA2 - WPA version 2.
e Encryption - You can select either Automatic, TKIP or AES.
e Radius Server IP - Enter the IP address of the Radius Server.
¢ Radius Port - Enter the port used by radius service.
¢ Radius Password - Enter the password for the Radius Server.

e Group Key Update Period - Specify the group key update interval in seconds. The value can
be either 0 or at least 30. Enter O to disable the update.

> WPA-PSK/ WPA2-PSK - Select WPA based on pre-shared key.
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@ WPA-PSKWPA2-PSK

Version: Automatic v
Encryption: Automatic b

PSK Password: 12345670

(You can enter ASCII characters between 8 and 63 or Hexadecimal characters between 8 and 64.)

Group Key Update Period: 86400 (in second, minimum is 30, 0 means no update)

Figure 3-13 WPA-PSK/WPA2-PSK

e Version - You can select one of following versions.

v" Automatic - Select WPA-PSK or WPA2-PSK automatically based on the wireless station's
capability and request.

v" WPA-PSK - Pre-shared key of WPA.
v" WPA2-PSK - Pre-shared key of WPA2.

e Encryption - When you select WPA-PSK or WPA2-PSK for Authentication Type, you can
select either Automatic, TKIP or AES as Encryption.

¢ PSK Passphrase - Enter a passphrase here.

e Group Key Update Period - Specify the group key update interval in seconds. The value can

be either 0

or at least 30. Enter O to disable the update.

Be sure to click the Save button to save your settings on this page.

& Note:

You will be reminded to reboot the device after clicking the Save button.

3.4.3 Wireless MAC Filtering

Selecting Wireless > Wireless MAC Filtering will allow you to set up some filtering rules to control
wireless stations accessing the device, which depends on the station’s MAC address on the following

screen as shown in

Figure 3-14.

Wireless MAC Filtering: Enabled

Filtering Rules

@ Allowe the stations not specified by any enabled entries in the listto access.

() Denythe stations not specified by any enabled entries in the listto access.

ID MAC Address Status Description
1 00-0A-EB-B0-00-0B Enabled wireless station A
addMew. | [ Enable Al | [ Disable Al | [ Delete Al

Modify
Modify Delete

Figure 3-14 Wireless MAC Filtering

» Wireless MAC Filtering - Click the Enable button to enable the Wireless MAC Address Filtering.
The default setting is disabled.

To Add a Wireless MAC Address filtering entry, click the Add New... button. The “Add or Modify
Wireless MAC Address Filtering entry" page will appear, shown in Figure 3-15.
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MAC Address:
Description:

Status: Enahbled £

[ sawe ][ Back |

Figure 3-15 Add or Modify Wireless MAC Address Filtering entry

> MAC Address - Enter the wireless station's MAC address that you want to control.
> Description - Give a simple description of the wireless station.

>  Status - Select a status for this entry, either Enabled or Disabled.

To set up an entry, follow these instructions:

First, you must decide whether the unspecified wireless stations can access the device or not. If you
desire that the unspecified wireless stations can access the device, please select the radio button Allow
the stations not specified by any enabled entries in the list to access, otherwise, select the radio
button Deny the stations not specified by any enabled entries in the list to access.

To add a MAC Address Filtering entry, follow these instructions:

1. Enter the appropriate MAC Address into the MAC Address field. The format of the MAC Address is
XX-XX-XX-XX-XX-XX (X is any hexadecimal digit). For example: 00-0A-EB-B0-00-0B.

2. Enter a simple description of the wireless station in the Description field. For example: wireless
station A.

3. Select Enabled or Disabled for this entry on the Status pull-down list.

4. Click the Save button to save this entry.

To add additional entries, repeat steps 1-4.

To modify or delete an existing entry:
1. Click the Modify in the entry you want to modify. If you want to delete the entry, click the Delete.
2. Modify the information.

3. Click the Save button.

Click the Enable All button to make all entries enabled
Click the Disabled All button to make all entries disabled.
Click the Delete All button to delete all entries

Click the Next button to go to the next page and click the Previous button to return to the previous page.
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For example: If you desire that the wireless station A with MAC address 00-0A-EB-00- 07-BE is able to
access the device, while all other wireless stations cannot access the device, you should configure the
Wireless MAC Address Filtering list by following these steps:

1. Click the Enable button to enable this function.

2. Select the radio button: Deny the stations not specified by any enabled entries in the list to
access for Filtering Rules.

3. Delete all or disable all entries if there are any entries already.

4. Click the Add New... button and enter the MAC address 00-0A-EB-00-07-BE in the MAC Address
field, enter Wireless Station A in the Description field and select Enabled in the Status pull-down
list. Click the Save button.

The filtering rules that configured should be similar to the following list:

ID MAC Address Status Description Modify
1 00-0A-EB-00-07-BE Enabled wireless station A Modify Delete

& Note:

If you enable the function and select Deny the stations not specified by any enabled entries in the
list to access for Filtering Rules but there isn’t any enabled entry in the list, thus, no wireless stations
can access the device.

3.4.4 Wireless Advanced

Selecting Wireless > Wireless Advanced will allow you to do some advanced settings for the device in
the following screen shown in Figure 3-16. As the configuration for each operation mode is almost the
same, we take Access Point mode for example here.

Transmit Power: High v
Beacon Interval : 100 (40-1000)
RTS Thresholc: 2346 (1-2348)
Fragmentation Threshold: 2346 (256-2346)
OTIM Interval: 1 (1-255)
Enable WM

Enable Short Gl

Enable AP Isolation

Save

Figure 3-16 Wireless Advanced

»> Transmit Power - Specifies the transmit power of the device. You can select High, Middle or Low
based on your need. High is the default setting and is recommended.

» Beacon Interval - Specifies a value between 40-1000 milliseconds. The beacons are the packets
sent by the device to synchronize a wireless network. Beacon Interval value determines the time
interval of the beacons. The default value is 100.
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> RTS Threshold - Specifies the RTS (Request to Send) Threshold. If the packet is larger than the
specified RTS Threshold size, the device will send RTS frames to a particular receiving station and
negotiate the sending of a data frame. The default value is 2346.

> Fragmentation Threshold - This value is the maximum size determining whether packets will be
fragmented. Setting the Fragmentation Threshold too low may result in poor network performance
since excessive packets. 2346 is the default setting and is recommended.

>  DTIM Interval - Determines the interval of the Delivery Traffic Indication Message (DTIM). You can
specify the value between 1-255 Beacon Intervals. The default value is 1, which indicates the
DTIM Interval is the same as Beacon Interval.

> Enable WMM - WMM function can guarantee the packets with high- priority messages being
transmitted preferentially. It is strongly recommended that this function be enabled.

> Enable Short GI - This function is recommended for it will increase the data capacity by reducing
the guard interval time.

> Enable AP Isolation - Isolates all connected wireless stations so that wireless stations cannot
access each other through WLAN. This function will be disabled if WDS/Bridge is enabled.
& Note:

If you are not familiar with the setting items on this page, it's strongly recommended that you keep the
provided default values; otherwise, it may result in low wireless network performance.

3.4.5 Wireless Statistics

Selecting Wireless > Wireless Statistics will allow you to see the wireless transmission information in
the following screen shown in Figure 3-17. This page shows MAC Address, Current Status, Received
Packets and Sent Packets for each connected wireless station.

Current Connected Wireless Stations numbers: 1 Refresh

1D MAC Address Current Status Received Packets Sent Packets
1 00-03-7TF-BE-F0-09 STA-ASSOC 113 31

Figure 3-17 Statistics of the device attached wireless stations
> MAC Address - Shows the connected wireless station's MAC address.

» Current Status - The connected wireless station's running status, one of STA-AUTH / STA-ASSOC
/ STA-JOINED / WPA / WPA-PSK / WPA2 / WPA2-PSK / AP-UP / AP-DOWN / Disconnected.

> Received Packets - Packets received by the station.
> Sent Packets - Packets sent by the station.

You cannot change any of the values on this page. To update this page and to show the current
connected wireless stations, click the Refresh button.

If the numbers of connected wireless stations go beyond one page, click the Next button to go to the
next page and click the Previous button to return to the previous page.
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&~ Note:

This page will be refreshed automatically every 5 seconds.

3.5 Powerline

There are two submenus under the Powerline menu (shown in Figure 3-8): Network Settings and
Station Settings. Click any of them, and you will be able to configure the corresponding function. The
detailed explanations for each submenu are provided below.

Powerline

- Network Settings
- Station Settings

Figure 3-18 Wireless menu

3.5.1 Network Settings

Selecting Powerline > Network Settings, and you can configure the network name of the powerline

extender or all the stations in current network on this page.

Network Settings

MAC Address: 00-25-52-00-00-11

Device Password: QEND-JOZ0-SWIA-LI SN
Network Name: | HomePlugAY | [ Default
[ setLocal | [ setan |

Figure 3-19 Network Settings

» MAC Address - The physical address of the powerline extender, as seen from the powerline. The

value can not be changed.

> Device Password - The password of the powerline extender. The value can not be changed.
> Network Name - Enter the network name (factory default - HomePIlugAV).

Click the Default button to enter the default network name.
Click the Set Local button to set the powerline extender.

Click the Set All button to set all stations which entered the correct passwords in current network,
including the powerline extender.

&= Note:

If you set all stations network name, the remote ones which power off or entered the wrong password
will not take effect.

3.5.2 Station Settings

The Station Settings page shows remote stations in current network and allows you to enter, modify or
delete the password and name for each station.
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Station Settings

Adid MNew...

Current Connected Remote Station number: 1
Device Name MAC Address Device Password Status Operation
54-EG-FC-B4-08-AB online Add

Figure 3-20 Station Settings

»> MAC Address - The remote station's MAC address. The value can not be changed.
» Device Password - The security ID of remote station.

» Device Name - The name used for identifying a station.

To add or modify a station entry, click the Add or Modify button in operation column and following these

instructions:

1. Enter the station password in Device Password field. The format of the password is
XXXX-XXXX-XXXX-XXXX (X is any character). For example, RLXL-BYPI-MZBO-OPAB.
2. Enter a name you want to give the station in the Device Name field or leave it empty. For example,

Station A.

3. Click the Save button to save this entry.

Add or Modify PLC Station entry

MAC Address:
Device Passworil:

Device Name:

54-EB-FC-B4-08-AB

|RLXL-BYP-MIBO-OPAB |

| Station A |

[ save ]| Back

]

Figure 3-21 Add or Modify PLC Station entry

To add or modify another entries, repeat steps 1~3.

Click the Delete button in the operation column to delete a station entry.

Click the Add New... button to add a station into current network. The steps are the same as adding a

station entry.
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Add a new station

Device Password: | |

Device Name: | |

[ save ][ Back |

Figure 3-22 Add a new station
Click the Refresh button to update the current connected stations.

Click the Next button to go to the next page and click the Previous button to return to the previous
page.

&= Note:

You can do Add or Modify operation only when the remote station is connected. If the remote station
which you entered the password is power off or leave the current network, you can only do Delete
operation.

3.6 System Tools

System Tools option helps you to optimize the configuration of your device. You can upgrade the
powerline extender to the latest version of firmware as well as backup or restore the device’s
configuration files. It's suggested that you change the default password to a more secure one because it
controls access to the device’s web-based management page. Besides, you can find out what
happened to the system in System Log.

There are six submenus under the System Tools menu (shown as Figure 3-23): Firmware Upgrade,
Factory Defaults, Backup & Restore, Reboot, Password and System Log. Clicking any of them wiill
enable you to configure the corresponding function. The detailed explanations for each submenu are
provided below.

System Tools
- Firmware Upgrade

- Factory Defaults

- Backup 8 Restore

- Reboot
- Password

- System Log

Figure 3-23 The System Tools menu

3.6.1 Firmware Upgrade

Selecting System Tools > Firmware Upgrade allows you to upgrade the latest version of firmware for
the device on the screen shown in Figure 3-24.
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Firmware Upgrade

File: | H Browse. .. ]
Firmware \ersion: 1.2.2 Build 130306 Rel.34530n
Hardware \ersion: WPA4220 v1 08EF4015

Figure 3-24 Firmware Upgrade

New firmware versions are posted at http://www.tp-link.com and can be downloaded for free.
» Firmware Version - Here displays the current firmware version.

> Hardware Version - Here displays the current hardware version. The hardware version of the
upgrade file must accord with the current hardware version.

&= Note:

1 There is no need to upgrade the firmware unless the new firmware has a new feature you want to
use. However, when experiencing problems caused by the device itself, you can try to upgrade the
firmware.

2 Before upgrading the device’s firmware, you should write down some of your customized settings to
avoid losing important configuration settings of device.

To upgrade the device's firmware, follow these instructions:
1. Download a more recent firmware upgrade file from the TP-LINK website (http://www.tp-link.com).

2. Enter the path name or click Browse... to select the downloaded file on the computer into the File
blank.

3. Click Upgrade.

4. The powerline extender will reboot while the upgrading has been finished.

&= Note:

The firmware version must correspond to the hardware. The upgrade process takes a few moments and
the powerline extender restarts automatically when the upgrade is complete. It is important to keep
power applied until the system finishes upgrading and rebooting. Loss of power during the upgrade
could damage the powerline extender.
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3.6.2 Factory Defaults

Selecting System Tools > Factory Defaults allows you to restore the factory default settings for the
device on the screen shown in Figure 3-25.

Factory Defaults

Click the following buttan to reset all configuration settings ta their default values.

Figure 3-25 Restore Factory Defaults

Click Restore to reset all configuration settings to their default values.
e  Default User Name: admin
e  Default Password: admin
e Default IP Address: 192.168.1.1

e Default Subnet Mask: 255.255.255.0

&~ Note:

Any settings you have saved will be lost when the default settings are restored.

3.6.3 Backup & Restore

Selecting System Tools > Backup & Restore allows you to save all configuration settings to your local
computer as a file or restore the device's configuration on the screen shown in Figure 3-26.

Backup & Restore

File: | |(Brawse. ] [_Restore ]

Figure 3-26 Save or Restore the Configuration
Click Backup to save all configuration settings to your local computer as a file.

To restore the device's configuration, follow these instructions:
e Click Browse... to find the configuration file which you want to restore.

e Click Restore to update the configuration with the file whose path is the one you have input or
selected in the blank.

&= Note:

1. The current configuration will be covered with the uploading configuration file.
2. Wrong process will lead the device unmanaged.

3. The restoring process lasts for about 20 seconds and restarts automatically. Do not power off the
device during the process to avoid any damage.
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3.6.4 Reboot

Selecting System Tools > Reboot allows you to reboot the device on the screen shown in Figure 3-27.

Click this button to reboot the device.

Figure 3-27 Reboot the device
Click the Reboot button to reboot the device.

Some settings of the device will take effect only after rebooting, which include:

¢ Change the powerline extender's IP Address (system will reboot automatically).

e Change the Wireless configurations.

o Upgrade the firmware of the powerline extender (system will reboot automatically).

o Restore the powerline extender's settings to the factory defaults (system will reboot
automatically).

¢ Update the configuration with the file (system will reboot automatically).

3.6.5 Password

Selecting System Tools > Password allows you to change the factory default user name and password
of the device on the screen shown in Figure 3-28.

Old User Name: I:I
Old Password: I:I

Confirm New Password: I:I

[ save ][ cClearal |

Figure 3-28 Password

It is strongly recommended that you change the factory default user name and password of the device.
All' users who try to access the device's web-based management page or Quick Setup will be prompted
for the device's user name and password.

&= Note:

The new user name and password must not exceed 14 characters in length and must not include any
spaces. Enter the new Password again to confirm it.

Click Save when finished.

Click Clear All to clear all.

28



TL-WPA4220/TL-WPA2220 IO\ PN DR I S AV T W S [ T

3.6.6 System Log

Selecting System Tools > System Log allows you to query the Logs of the device on the screen shown

in Figure 3-29.

Index

9

Log Content

0002:5ystem: The device initialization succeeded.

H-Ver = \WPA4220 v1 0BEF4015: §-Ver =1.2.2 Build 130306 Rel.34530n

L=192.168.1.1: M= 255.255.255.0

[ Refresh | [ Clear Al |

The device can keep logs of all traffic. You can query the logs to find what happened to the device.

Figure 3-29 System Log

Click the Refresh button to show the latest log list.

Click the Clear All button to clear all logs.
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Chapter 4 Connecting to Wireless Network

The default SSID is TP-LINK_xxxxxx, (xxxxxx stand for the last six unique numbers of the WLAN
MAC which can be found on the label at the bottom of the device.) The default Wireless Password can
also be found on the label of the device.

If you have used the Wi-Fi Clone button to clone Wi-Fi settings from the front router, the SSID and
wireless password of the powerline extender will be the same as the wireless router.

If you have established a secure and separate wireless network from the wireless router, the SSID and
wireless password of the powerline extender will be what you have set.

4.1 In Windows 7

Windows 7 users may use the built-in wireless utility. Follow the steps below.
1. Click the icon ff] at the bottom of your desktop, select the SSID of TL-WPA4220 and then click

Connect.
MetworkProfile~ o -
B19DDE_ZLP M
88TIAT mL
5CDTIE M
Infra_KeyTest _Iﬂ! ]
TP-LINK_Networkl m
| Connect autormnatically
TP-LINK_1BOF28 L
TPLINK_030407 A
TP-LINK_5CDT1E AL
AutoTest .
Open Metwork and Sharing Center

Figure 4-1
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2.

3.

Input the network key and then click OK.

@ Connect to a Network

[l
Type the network security key
Security' kE‘y: [TTTTITITTT ]
/ \I “ouw can also connect by pushing the
‘, button on the router,
o
[ ok || cance

Figure 4-2

&~ Note:

If your network is an unsecured network, you will not be prompted to input the network key.

You have joined the home network and can surf the Internet now.

Dial-up and VPN

Wireless Metwork Connection @

Open Metwork and Sharing Center

= ol |l*- axl i)

Figure 4-3
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TP-LINK Networkl  Connected g}

MetworkProfile~ -,ﬂ'ﬂ | I
B19DDE_ZLP =
88TTAT m
1BOF28 M
Infra_KeyTest ﬁ“]
TP-LINK_1BOF28 M
TP-LINK_B19DDE_7LP M
TP-LINK_8877A7 A

m
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4.2 In Windows Vista
Windows Vista users may use the built-in wireless utility. Follow the steps below.

g
1. Right-click the icon . at the bottom of your screen, then click Connect to a network.

Mot Connected

Sy You are currently not

.
i connected to any networks,

Connect to a network
Metwork and Sharing Center

EN B ) 1004

Figure 4-4
2. Select the SSID of TL-WPA4220 and then click Connect.
o= =
&) l'!:F‘ Connect to a network
Select a network to connect to
Show |All -
: Dial-up and VPN voia
Wireless Metwork Connection & A~ =
E' TP-LIMK_Metworkl Security-enabled network -ﬂ!ﬂ
E' TP-LIMK_1BOF23 Security-enabled network -ﬂﬂj
E' Infra_KeyTest Security-enabled network _ﬂﬁ“ -
Set up a connection or network
Open MNetwerk and Sharing Center
Connect

Figure 4-5
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3.  Input the network key and then click OK.

@ EE‘ Connect to a network

Type the network security key or passphrase for TP-LINK_Networkl

The persen whe setup the netwoerk can give you the key or passphrase.

Security key or passphrase:

Display characters

4’4«"" If you have a USE flash drive with network settings for TP-LINK_MNetwerkd, insert it
new,

[ Connect ]| Cancel

Figure 4-6

& Note:
If your network is an unsecured network, you will not be prompted to input the network key.

4. You have joined the home network and can surf the Internet now. Click Close to finish the
connection.

_ oo ==
@ EE‘ Connect to a network

Successfully connected to TP-LINK_Network1

| Start this connection automatically

Close

Figure 4-7
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4.3 In Windows XP

Windows XP users may use the built-in wireless utility. Follow the steps below.

)
1. Click the icon at the bottom of your desktop, select the SSID of TL-WPA4220 and then click
Connect.

i) Wireless Network Connection 32 rz|

Network Tasks Choose a wireless network

g Refresh network list Click an iterm in the list below to connect to a wireless network in range or to get more
information.

TP-LINK_254350

|>

< Set up a wireless network (=)}
faor a harme or small office
5’_»'? Security-enabled wireless network (WPAZ) lluun

Related Tasks ((ﬁ}) TP-LINK_CB3A52

5’_»'? Security-enabled wireless network (WPAZ) luuu[l
TP-LINK_Network1

\p Learn about wireless
nietworking

Change the order of
preferred networks

'%;- Change advanced
setkings

WR541

((ﬁ})
((ﬁ?)

5’_»'? Security-enabled wireless network ll!![l
SOHO_AT

Figure 4-8

2. Input the network key and then click Connect.

Wireless Network Connection f'zl

The network. TP-LIMK_Metworkl' requires a netwark key (also called a WEP key or WPA
ke, & netwark key helps prevent unknown intruders From connecting to this network.,

Tvpe the kew, and then click Connect.

Mebwork key: | Il |
Canfirm network key: | R |
[ Canneck ] [ Cancel ]

Figure 4-9

& Note:
If your network is an unsecured network, you will not be prompted to input the network key.

4.4 In Windows 8

If you are using Windows 8, please follow the steps below to connect to the wireless network of the
powerline extender.
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1. Click the icon “ at the bottom of your desktop, select the SSID of TL-WPA4220 and then click
Connect.

NE 'S

Wi-Fi
TP-LINK_CE1E2F

Connect automatically

2. Input the network security key and then click Next.

(© Networks

TP-LINK_CE1E2F

Enter the network security key

@ You can also connect
4 by pushing the button
on the router.

Cancel

&= Note:

If your network is an unsecured network, you will not be prompted to input the network key.

3. Click to select whether to turn on sharing and connect to devices.

(© Networks

TP-LINK_CE1E2F

Do you want to turn on sharing
between PCs and connect to devices
on this network?

No, don’t turn on sharing or
connect to devices
For nety in public places

Yes, turn on sharing and connect
to devices
For home or wark ne
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4. You have joined the home network and can surf the Internet now.

NE)S

Wi-Fi

TP-LINK_CE1E2F Connected il
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Chapter 5 Pair Buttons

5.1 Pair (Secure with 128 bits-AES)

The Homeplug AV standard uses 128-bit AES (Advanced Encryption Standard) to safely transmit data
between powerline dvices. For the powerline devices to communicate with each other, they all need to
use the same Network Membership Key (NMK). Otherwise, they cannot unscramble the encrypted data
sent in the powerline network.

The Pair button allows you to set up a secure powerline connection with other HomePlug AV compliant
powerline devices which also support the Pair feature. Here takes TP-LINK powerline devices for
example (TL-WPA4220 for device A, TL-PA4010 for device B and C).

5.2 Setting Up a Powerline Network with the Pair Button

You can connect a number of devices on a powerline network, but you can use the Pair button on only
two devices at a time.

Create a Powerline network using the Pair button:

Step 1. Press and hold the Pair button of powerline device A TL-WPA4220 for one second, the Power
LED will start flashing.

Step 2. Within two minutes, press and hold the Pair button of powerline device B TL-PA4010 for one
second, the Power LED will start flashing.

Step 3. Wait for about 60 seconds while your powerline device A and B are connecting. The Power
LED on both devices will stop flashing and become solid light when the connection is made.

Join an existing Powerline Network:

Powerline device A and B have formed a powerline network, and powerline device C wants to join this
network.

Step 1. Press and hold the Pair button on powerline device C TL-PA4010 for one second.
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Step 2. Within two minutes, press and hold the Pair button on Powerline device A/B for one second.

Step 3. Wait for about 60 seconds while your powerline devices are connecting. The Power LED on

powerline device A/B and C will stop flashing and become solid light when the connection is
made.

&~ Note:

The sequence of Step 1 and Step 2 can be exchanged.
Leave an existing Powerline Network:

As the figure above shows, powerline device A, B and C have formed a powerline network. The user
wants to remove one device (powerline adapter C) from this network.

Step 1. Press and hold the Pair button on powerline device C for at least 10 seconds. Powerline
device C will reset and restart.

Step 2. Wait for the reset to complete.

5.3 Reset

To reset the powerline device:

Press and hold the Reset button more than 5 seconds, and then release the button. You will see all
LEDs begin to flash. At this moment, the default settings have been restored.

Be careful, don’t power off when the device is in reset process.
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Appendix A: Troubleshooting Guide

The Troubleshooting Guide provides answers to common problems regarding the powerline Ethernet
adapter.

1.

The Power LED does not light up.

Ans. Check the following:

1
2
3

)
)
)
4)

Make sure that the powerline extender is properly plugged into a power outlet.
Make sure the power outlet is active (working) by plugging another electric device into it.
Re-plug the powerline extender to the power outlet.

If the Power LED still fails to light up, contact your local dealer for technical support.

2. The Ethernet LED does not light up.

Ans. Check the following:

1)

Make sure that the Ethernet cable (RJ45) is properly connected to the powerline extender’s
Ethernet port and the other end of the Ethernet cable (RJ45) is properly connected to the computer
LAN card or to your Cable/xDSL Ethernet port.

Make sure your computer LAN card is properly installed and configured.
Make sure your Cable/xDSL broadband access is working and configured correctly.

Contact your local dealer for technical support if the Ethernet LED still fails to light up after the
above procedures.

3. Powerline LED does not light up.

Ans. Check the following:

Double-click to enable the Management Utility and click the “Rescan” tab. The Management Utility
will automatically detect all other Powerline Extender on your powerline network.

Try to plug a powerline Ethernet adapter into a nearby power outlet and check whether the
Powerline LED lights up or not.

Make sure that the device is plugged into a wall socket instead of a power strip.

Follow the method in “5.2 Setting Up a Powerline Network with the Pair Button” to establish the
connection again.

Reset the device to its factory default values.

Contact your local dealer for technical support if the Powerline LED still fails to light up after the
above procedures.
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HARDWARE FEATURES
Standards and Protocols
Interface

Plug Type

Button

LED Indicator
Dimensions (Wx D xH)

Power Consumption

Data Rate

Range
SOFTWARE FEATURES

Modulation Technology

Encryption

OTHERS

Certification

Package Contents

System Requirements

Environment

Appendix B: Specifications

HomePlug AV, IEEE802.3, IEEE802.3u, IEEE802.11b/g/n
2*10/100Mbps Ethernet Port

EU, UK

Pair, Wi-Fi/Wi-Fi Clone, Reset

PWR, PLC, ETH, WiFi/Wi-Fi Clone

3.7 x2.1 x 1.6 in. (94x54x40mm)

<6W

Powerline: 500Mbps for TL-WPA4220
200Mbps for TL-WPA2220
Wireless: 300Mbps

300 Meters over electrical circuit

OFDM (PLC)

Powerline Security:
128-bit AES
Wireless Security:

WEP, WPA/WPA2, WPA-PSK/WPA2-PSK Encryption

CE, FCC, RoHS

Powerline Ethernet Adapter
6.5 ft. (2 m) Ethernet cable (RJ45)
Resource CD

Quick Installation Guide

Windows 2000/XP/2003/Vista, Windows 7/8, Mac, Linux

Operating Temperature: 0°C~40°C (32°F ~104°F)
Storage Temperature: -40°C~70°C (-40°F ~158°F)
Operating Humidity: 10%~90% non-condensing

Storage Humidity: 5%~90% non-condensing

40



TP-LINK

User Guide

TL-PA4010
AV500 Nano Powerline Adapter




COPYRIGHT & TRADEMARKS

Specifications are subject to change without notice. TIP-LLINIK® is a registered trademark of
TP-LINK TECHNOLOGIES CO., LTD. Other brands and product names are trademarks or registered
trademarks of their respective holders.

No part of the specifications may be reproduced in any form or by any means or used to make any
derivative such as translation, transformation, or adaptation without permission from TP-LINK
TECHNOLOGIES CO., LTD. Copyright © 2012 TP-LINK TECHNOLOGIES CO., LTD. All rights

reserved.

http://www.tp-link.com


http://www.tp-link.com/

FCC STATEMENT

FS

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can radiate
radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by one or more of the following measures:

e Reorient or relocate the receiving antenna.
e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

e Consult the dealer or an experienced radio/ TV technician for help.
This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:
1) This device may not cause harmful interference.

2) This device must accept any interference received, including interference that may cause
undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance could
void the user’s authority to operate the equipment.

CE Mark Warning

Ce€

This is a class B product. In a domestic environment, this product may cause radio interference, in which
case the user may be required to take adequate measures.

©

Mpoaykt ceptucbikoBaHo 3rigHO ¢ npasunamyn cuctemn YKpCEMNPO Ha BignoBigHICTb BUMOram
HOPMaTUBHUX OOKYMEHTIB Ta BUMOram, Lo nepeadbadvyeHi YNHHUMKM 3aKOHOAABYMMN akTaMu YKpaiHu.

Safety Information

e When product has power button, the power button is one of the way to shut off the product; when
there is no power button, the only way to completely shut off power is to disconnect the product or
the power adapter from the power source.

e Don't disassemble the product, or make repairs yourself. You run the risk of electric shock and
voiding the limited warranty. If you need service, please contact us.

e Avoid water and wet locations.



This product can be used in the following countries:
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Tp-LINK TP-LINK TECHNOLOGIES CO., LTD

DECLARATION OF CONFORMITY

For the following equipment:

Product Description: AV500 Nano Powerline Adapter
Model No.: TL-PA4010
Trademark: TP-LINK

We declare under our own responsibility that the above products satisfy all the technical regulations
applicable to the product within the scope of Council Directives:

Directives 2004 / 108 / EC, Directives 2006 / 95 / EC, Directives 2011/65/EU

The above product is in conformity with the following standards or other normative documents:
EN 55022:2010

EN 55024:2010

EN 61000-3-2:2006+A1:2009+A2:2009

EN 61000-3-3:2008

EN 50412-2-1:2005

EN 60950-1:2006+A11:2009+A1:2010+A12:2011

The product carries the CE Mark

g

Person responsible for marking this declaration:

/5

Yang Hongliang
Product Manager of International Business

Date of issue: 2012

TP-LINK TECHNOLOGIES CO., LTD.

Building 24 (floors 1, 3, 4, 5), and 28 (floors 1-4) Central Science and Technology Park, Shennan
Rd, Nanshan, Shenzhen, China
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Package Contents

The AV500 Nano Powerline Adapter package contains the following items:
» One AV500 Nano Powerline Adapter (There are two AV500 Nano Powerline Adapters in Starter Kit)
» One RJ-45 Ethernet Cable (There are two RJ-45 Ethernet Cables in Starter Kit)
» One Resource CD
° This Guide

o Management Utility

& Note:

Make sure that the package contains the above items. If any of the above items are damaged or missing,
please contact your dealer immediately.



.k AV500 Nano Powerline Adapter

Chapter 1 Introduction

Congratulations on your purchase of this outstanding Powerline Adapter. This device is an AV500 Nano
Powerline Adapter which transforms your house’s existing electrical wiring into a ubiquitous networking
infrastructure. Simply plug this AV500 Nano Powerline Adapter into an ordinary AC power outlet which
will easily extend your Cable/xDSL broadband connection or existing Ethernet (LAN) network to any
other electrical outlet in any room of a house without the need of any new cabling.

This Powerline Adapter supports up to 500Mbps data rate over the existing household power circuit.
With data rates of 500Mbps, full multimedia application can easily be supported throughout the whole
house in addition to Internet access. This Powerline Adapter uses the existing power lines installed in a
home as a path to transmit digital data, voice, audio and video between devices.

To ensure data communication’s security and multimedia applications, this Powerline Adapter support
built-in 128-bit AES encryption and Quality of Service (QoS) features.With minimum setup, you can
install and use this Powerline Adapter within minutes. The adapter adds two useful functions.

1. Existing connection with a new unassociated device added via the Pair button.

2. Reset to default setting via the Management Utility.

1.1 Conventions

The powerline adapter or AV500 Nano Powerline Adapter mentioned in this guide stands for TL-PA4010
AV500 Nano Powerline Adapter without any explanation.

1.2 System Requirement

a) Atleast two AC 100V~ 240V power outlets with standard home power wiring
b) A computer with the following:

Operating System with TCP/IP installed

Pentium Ill compatible processor and above

Ethernet LAN card installed with TCP/IP protocol

64 MB RAM or more

YV V VYV VY

50 MB of free disk space (Minimum)
» CD-ROM Drive

1.3 Important Safety Instructions

1. Do not open this product or attempt to service it; it may expose you to dangerous high voltage or
other risks.

Do not operate this product near water.

Do not place or operate this product near a radiator or a heat register.

Do not expose this product to dampness, dust or corrosive liquids.

Do not connect this product or disconnect it from a wall socket during a lightning or a thunderstorm

Do not block the ventilation slots of this product, for insufficient airflow may harm it.

N o o kw0 D

Do not put anything on this product.
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10.
11.

12.

13.

14.
15.
16.

Plug this product directly into a wall socket (100Vac~240Vac). Do not use an extension cord
between this product and the AC power source.

When plugging this product into a wall socket, make sure that the electrical socket is not damaged,
and that there is no gas leakage.

Place the connecting cables properly so that people won’t stumble or walk on it.

This product should be operated from the type of power indicated on the marking label. If you are not
sure of the type of power available, consult the qualified technician.

Unplug this product from the mains and refer the product to qualified service personnel for the
following conditions:

» If liquid has been spilled on the product
» If the product has been exposed to rain or water

Unplug this product from the wall socket before cleaning. Use a damp cloth for cleaning. Do not use
liquid cleaners or aerosol cleaners.

The specification of the fuse is T4AL250V. To avoid damage, please do not change the fuse.
The Operating temperature is 0°C~40°C (32°T ~104°T").

The Storage temperature is -40°C~70°C (-40°F ~158°T").
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Chapter 2 Connecting Mechanism

2.1 Introduction

The Powerline Adapter supports up to 500Mbps data rate. With this high speed connection rate, this
Powerline Adapter allows you to setup a high speed home network by using your home existing
electrical wiring. Simply plug this Powerline Adapter into an ordinary power outlet to extend your
Cable/xDSL broadband connection or existing LAN network to any other electrical outlet in any rooms of
your house.

Take notes that this Powerline Adapter works in pairs. You need to plug one Powerline Adapter into a
power outlet for each computer (Connect to the computer LAN card) you want to connect (Network
access); you will also need another Powerline Adapter connected to your Cable/xDSL broadband
(Ethernet port) in order to extend your broadband connection or Internet surfing. With clean powerline,
the distance between two Powerline Adapters can reach 300 meters at lease, but the actual distance
may vary due to the environment.

Section below describes the Powerline Adapter’'s LED indicators, physical interface and hardware
connection mechanism.

2.2 LED Indicator

The LED indicator displays information about the device’s status.

—
‘--._____[.
Item Status Indication
On The adapter is on.
@ Blinking | The adapter is in power-saving mode or in pairing
Power LED 9 procedure.
Off The adapter is off.
AN On The adapter is connected to a powerline network.
Iﬂ] Powerline LED —
Blinking | The adapter is transferring data.
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off The adapter isn’t connected to any powerline network or
is in power-saving mode.
The Ethernet port is connected, but there is no data
On .
E being transferred.
Ethernet LED Blinking | The Ethernet port is transferring data.
Off The Ethernet port isn’t connected.

& Note:

5 minutes after the device connected to the adapter is turned off, and the adapter will automatically
switch to the power-saving Mode.

2.3 Physical Interface

There are three physical interfaces on this Powerline Adapter.

Pair Button

Power Plug > ¢ /
’/' Ethernet Port

Interface Description

A 10/100Mbps Ethernet port for connecting the adapter to the PC or the

Ethernet Port broadband device with a network cable.

A Power Plug for connecting the adapter to a 100V ~ 240V AC power

P Plug*®
ower Fiug socket.
Pair buttons are used to secure a powerline network. To secure your
network, please follow the steps below. Firstly, plug in a new adapter, and
Pair Button press its pair button for 1 second; then plug in another adapter and press its

pair button for 1 second as well. The two buttons should be pressed within 2
minutes of each other. After that, wait about 60 seconds so that the two
adapters can finish connecting.

* The provided power plug may differ from the picture due to different regional power specifications.
Here we take the EU version of this product as an example.

& Note:

1. If you press the Pair button for more than 10 seconds, the Powerline Adapter will leave the network
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which it is associated with and its network name assumes a random value. The Power LED turns off
when it disconnects from the Powerline network.

For detailed information about the Pair button, please refer to Chapter 5 Advanced Feature: How to
Use the Pair Buttons

2.4 Connection Instruction

To ensure the optimum performance of the Powerline Adapter and significantly improve the transmission
capacity of the network, we recommend that you comply with the following connection rule:

Plug the Powerline Adapter directly into a wall socket but not the multiple sockets.

4 N

2.5 Hardware Connection — Computer

For those computers you wish to be networked by Powerline Adapter, each of the computers must be
properly connected with a Powerline Adapter through an Ethernet (RJ-45) cable.

Following are the steps to properly connect the Powerline Adapter to your computer:

1.

Connect one end of the provided Ethernet (RJ-45) cable to the Powerline Adapter’s Ethernet port.

2. Connect the other end of the Ethernet (RJ-45) cable to you computer’s LAN port.
3.
4

Plug the Powerline Adapter into a wall socket next to the computer.

. Turn on your computer.

Check and confirm that the @ Power LED and Egﬂ Ethernet LED on the Powerline Adapter are
ON.

The hardware connection mechanism is shown below:
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)

i

0"

@

.

2.6 Hardware Connection — Internet

This section describes how to connect the Powerline Adapter into your existing ADSL broadband
connection via ADSL Ethernet port. Follow the procedures described below to connect the Powerline
Adapter to your ADSL broadband connection:

1. Connect one end of the provided Ethernet (RJ-45) cable to the Powerline Adapter’s Ethernet port.

2. Connect the other end of the Ethernet (RJ-45) cable to an available Ethernet port of your ADSL
broadband Router.

3. Plug the Powerline Adapter into a wall socket next to the computer.
4. Turn on your computer.
AN
5. Check and confirm that the @ Power LED, EE-L\ Ethernet LED, and ' Powerline LED on the
Powerline Adapter are ON.

The hardware connection mechanism is shown below:
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&~ Note:

Do not connect the Powerline adapter to an extension lead, power strip, extension cord, or surge
protector as these may degrade the network performance.
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Chapter 3 Installing Management Utility

Please verify that no other Powerline Adapter or any Encryption Management Utilities are installed
before installing the provided software. If other Powerline Utilities are installed, uninstall them and
restart your personal computer before installing this provided software.

&~ Note:

To install Management Utility, please make sure that WinPcap 4.1.2 has been installed in your computer.
Otherwise, a window will pop up for you to install WinPcap 4.1.2.
Take the following procedures to properly install the provided Management Utility:

Step 1:  Insert the Resource CD into your CD-ROM drive, and then the following Setup Wizard will
automatically pop up on your computer’s screen.

TP-LINK oo

The Reliable Choice Powerline Ethernet Adapter

v

Gipbps Howe

Managemant Utility
TL-PA2010 User Manual
Mote : Please select the model of yvour Powerline device and click "Management Utility" to configure your device
pecificabens afo sibjoct Lo change without notice, More information; ploase refar 1 hitp s tp-link com: TP-LINS s
% ategistered frademaric of TPLINK Technelogies Co |, Lid, Capitight © 2010 TP-LINK. All fights reserved Browse CD | EXIT |

Step 2: Select 500Mbps Powerline and click Management Utility, and then the program installation
process will carry out and copy all the necessary files to your system.
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i'g!;l Powerline Utility E”E|E|

Welcome to the PowerLine Utility Setup Wizard

The inztaller will quide you through the steps required to install PowerLine Utility on pour computer.

WARMIMG: This computer program iz protected by copyright law and international freaties.
IInauthorized duplication or digtnbution of thiz program, or any portion of it, may result in gevere civil
ar criminal penalties, and will be progecuted to the maximum extent poszible under the law,

Cancel

i@ PowerLine Ttility

Select Installation Folder

The inztaller will inztall PowerLine Utility to the following folder.

T o ingtall in this folder, click "Mest”. To install to a different folder, enter it below or click "Browse",

Folder:
C:\Program Files‘\TP-LINE‘\PowerLine Utilitsh [ Browse... ]
| DiskCost. |
Inztall Powerline Ltility for pourzelf, or for anyone who uses this compker:;
() Evervone
&) Just me
Cancel ] [ < Back ] | Mext >

10
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i'-;!;I‘ Powerline Utalaty

Confirm Installation

The inztaller iz ready to install PowerLine Utility on your computer.

Click "Mest" to start the inztallation.

Cancel ] [ < Back ] | Mest>

i'—,}zgl‘ Powerline Utalatwy

Installing PowerLine Utility

FowerLine Utility iz being installed.

Pleasze wait. ..

11
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i# PowerLine Utility M=1ES

Installation Complete

FowerLine Utlity haz been successiully installed.

Click "'Cloze' to exit,

Step 3: After the installation, a shortcut to the “Powerline Utility” application icon is provided on the

windows desktop.

FowerLine
Ttility

12
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Chapter 4 Using the Management Utility

After you'd successfully installed the Powerline Adapter hardware and Management Utility software, you
can set up or configure the devices according to your need.

This Powerline Utility enables the users to identify powerline devices on the powerline network,
measures data rate performance and ensures privacy by setting user defined secure powerline

networks.

FPowerLine

Double click on the icon “ Vtility ” from your windows desktop, the following screen will display. This
Management Utility consists of a four property tabs, “Status”, “Network”, “Advanced” and “System”.

TP-LINK

Tha Reliable Choice

B i

Metwork Advanced System

Local Device Information:

MAC Address: 00:B2:52:00:02:06

Network Hame: | I

IJse Default{HomePlugay) Apply |
Password: ATDJ-BVAW-NDR-LCPE

Firmware: 500A-1.0.0.357-01-20120303-FIMAL

4.1 Status

The Status tab shows information of the powerline adapter connected to the current computer where
the Management Utility is running. On this page, you can also set its network name.

13
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TP-LINK

The Reliable Cholca

- O -

Network Advanced System

Local Device Information:

MAC Address: 00:B2:52:00:02:06

Network Name: |

IUse Default{HomePlugay’) Apply |
Password: ATDJ-BWAW-N DO LCPE

Firmware: a00A-1.0.0.337-01-20120309-FIMAL

» MAC Address: Displays the MAC address of the powerline adapter connected to the current
computer where this management utility is running.

» Network Name: Displays the network name of the current network or you can give a name for the
network in which the powerline adapter is. By default, the network name is HomeplugAV.

Use Default (HomePlugAV): Check the box before this item to use the default network name.
Apply: Click the Apply button to make the setting effective.

Password: Displays the password of the current powerline adapter. Every powerline adapter has
its own password by default, which can be also found on the back of the adapter.

» Firmware: Displays the current firmware version used by the adapter.

» Refresh: Click the Refresh button to update the information.

4.1.1 Set Local Device’s Network Name
To set the local device’s network name, please take the following steps:
(1) Click Status tab to display the Status tab window.

(2) Enter a name for the current network using 4~23 characters. Or you can check the Use Default
(HomePlugAV) to use the default name as the network name. By default, the network name is
HomeplugAV.

(3) Click the Apply button to make the settings take effect.
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4.2 Network

The Network tab window shows information of all the powerline adapters found on the current logical
network. Furthermore, here you can change the Name of the listed powerline adapters as well as add
another device to the current network.

TP-LINK

Tha Reliable Choice

L] ¥ (7~ ¥ 4

Status Advanced System

Remote Devices:
Type HName Mac Address Password Rate Option

i Ed
[% Devicel 00:09:05:05:00:028 337 Mbps | Modify |

Type: Displays the type of the remote device found in the network.

Name: Displays the name of the remote device found in the network. You can change its name
following two steps: select the desired adapter and click the Modify button.

MAC Address: Displays the MAC address of the remote device found in the network.

Password: Displays the supplied Powerline Adapter’s password (Initially left blank). To set the
Powerline Adapter password (Which is required when creating a private network or managing all
the devices), select the device shown in the figure and click the Modify button. Follow the pop-up
dialog box to complete your password setting.

Rate: Shows the current transmission rate of the Powerline Adapter.

» Rescan: Click the “Rescan” button to perform an immediate search of the remote Powerline
Adapter. The Management Utility will automatically perform the scanning process and update the
display every few seconds by default.

» Option: Select the device and click the Modify button to display a configuration dialog. There you
can change the corresponding adapter’s name and enter its password for future configuration.
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4.2.1 Rename the Remote Device/Enter Password

You can change the name of the remote adapter to an easy-to-remember one. Additionally, you can
select the desired adapter and enter its password (Take note of the password format) so as to set the
network name of this device on System configuration homepage. To change the name of the remote
adapter or enter its password, please follow the steps below:

(1) Select the desired device and click the Modify button to display the following dialog.

Flease input the device's name and password.

Device Marme:

Device Passwoard:

Cancel

(2) Enter a new name for the selected adapter and enter its password (Take note of the password
format). The password can be found on the back of adapter.

(3) Click the Save button to make the settings effective.

F” Note:
Password is unnecessary to enter for renaming.

4.2.2 Add Device

You can add a remote Powerline Adapter to your network that is not in the displayed list. You are
suggested to locate the passwords for all Powerline Adapters you wish to manage and add them to the
local logical network by clicking the Add button.

Click the Add button to display the following dialog box. This dialog box allows you to enter both the
selected device’'s name and password. Note that the Powerline Adapter must be present on the power
grid in order to activate the set password and be added to the local network.

Enter your Device Name and Password (Take note to the password format) and click the Save button
after setup.
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Flease input the device's name and passwoard.

Device Mame:

Device Pagsword:

Cancel

4.3 Advanced

The third tab window labeled “Advanced” is for Quality of Service. With the proper configuration, the
limit bandwidth can be took full advantage. QoS requirements are different for various data types such
as streaming video or music, voice and raw data. To provide higher QoS for streaming data, priority
levels can be set using tags at the beginning of data frames. Virtual Local Area Network (Vlan) 802.1p
priority tags on Ethernet frames are used to specify 8 (0~7) levels of “user priority”. Homeplug AV
powerline allows for 4 levels of Channel Access Priority CAP 0-3)). Therefore, the 8 levels of VLAN
Ethernet tags must be mapped to the 4 levels of CAP priority, where CAP 3 is the highest priority and
CAP 0 is the lowest. CAP 3 priority might be used for voice and network management frames, CAP 2 is
used for streaming video while CAP 1 and CAP 0 are used for data. Mapping VLAN tags to CAP levels is
easily done using the VLAN Priority Mapping function on the QoS tab window.
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TP-LINK

Tha Reliable Chalce

L © te 4

Status Metwork System

Advanced QoS Setting:

(%1 Zimple Application Mapping {3 Advanced Priarity Mapping
Priority Lising WEAR Tags TS Bits
{3 Internet o
1
& Online Game 5
3

{3 Audio or Viden

{1aice aver IP

» Simple Application Mapping: The group allows you to choose what type of traffic with the highest
user priority you will use your local HomePlug device for by pitching one of the following radios.
Please select the radio type according to your demand.

» Advanced Priority Mapping: The group sets VLAN priority to CAP mapping and default priority.
Note that in HomePlug, CAP 3 is the highest priority while CAP 0 is the lowest priority. The values
shown in VLAN Tags Priority are the default settings for the first running.

4.4 System

The System tab window is for some basic settings of the adapter. On this tab window, you can upgrade
the firmware to the latest version, reset the adapter’s settings to the factory defaults and configure all
adapters’ network names.
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TP-LINK

The Relable Chaolce

= ©

Status MNetwork Advanced

Upgrade Firmware:

Upgrade Firmware
Reset Device:
Resat Local Device Reset All Devices
Set All Devices' Network Name:
[JUse DefaulttHomeP lugay’ Set Network Mame

4.4.1 Upgrade Firmware

Click the Upgrade Firmware button to upgrade the version of the firmware for the adapter and the
following dialog will pop up.

Please select the correct PIB and M.

MMl

FIE:

) ¥

| OK | | Cancel |

o NVM: None-volatile memory. It is used for upgrading the firmware.

o PIB: Parameter Information Block. It contains configuration values that establish device
network identity, general capabilities and operational modes.
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If you want to upgrade the version of firmware for the device, please select appropriate Firmware and
PIB files together. New firmware versions and PIB files are posted at www.tp-link.com and can be
downloaded for free.

&~ Note:

The parameter information of PIB will restore to the factory defaults after resetting the PLC.

To upgrade the device's firmware, follow these instructions:

1. Download PIB file and firmware upgrade file from the TP-LINK website (www.tp-link.com).

2. Enter the path name or click &l to select the downloaded files on the computer into the
corresponding blanks.

3. Click the OK button.

&~ Note:

Do not turn off the device while the firmware is being upgraded. The device will reboot after the
Upgrading has been finished.

4.4.2 Reset Device
This Management Utility allows you to reset the Powerline Adapter to its default settings.

+ Reset Local Device: Click this button to reset the settings of the local Powerline Adapter device
only.

« Reset All Devices: Click this button to reset the settings of all devices that appear on the
Network configuration homepage whose Device’s Password had been entered for the same
logical network.

4.4.3 Set All Devices’ Network Name

The Set All Devices’ Network Name button allows you to change the logical network of all devices that
appear on the Network configuration homepage whose Device’'s Password had been entered for the
same logical network. A dialog window will appear to report the success of this operation.

All Powerline devices are shipped using a default logical network (network name), which is normally
“HomePlugAV”.

To set all devices’ network name, please type the name in the field and click the Set Network Name to
apply the setting.

&= Note:

Every Powerline Adapter on your home network MUST have the same Network Password for
connectivity to be established throughout your home.
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Chapter 5 Advanced Feature: How to Use the Pair Buttons

5.1 Pair ( Secure with 128 bits-AES)

The Homeplug AV standard uses 128-bit AES (Advanced Encryption Standard) to safely transmit data
between powerline adapters. For the powerline adapters to communicate with each other they all need
to use the same Network Membership Key (NMK). Otherwise, they cannot unscramble the encrypted
data sent in the powerline network.

The Pair button allows you to set up a secure powerline connection with other HomePlug AV compliant
powerline devices which also support the Pair feature.

5.2 Set Up a Powerline AV Network with the Pair Button

You can connect a number of devices on a powerline network, but you can use the Pair button on only
two devices at a time.
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Create a Powerline network using the Pair button:

Step 1. Press and hold the Pair button of Powerline adapter A for 1 second, the Power LED will start
flashing.

Step 2. Press and hold the Pair button of Powerline adapter B for 1 second, the Power LED will start
flashing.
(This must be done within 120 seconds after pressing the Pair button of Powerline adapter A.)

Step 3. Wait for about 60 seconds while your Powerline adapter A and B are connecting. The Power
LED on both adapters will stop flashing and become solid light when the connection is made.
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Join an existing Powerline AV Network:

Powerline adapter A and Powerline adapter B form a HomeplugAV Network, Powerline adapter C wants
to join this network.

Step 1. Press and hold the Pair button on Powerline adapter C for 1 second.

Step 2. Press and hold the Pair button on Powerline adapter A/B for 1 second.
(This step must be taken within 120 seconds after step 1 is finished.)

Step 3. Wait for about 60 seconds while your Powerline adapters are connecting. The Power LED on
Powerline adapter A/B and C will stop flashing and become solid light when the connection is
made.

&~ Note:

The sequence of Step 1 and Step 2 can be exchanged.
Leave an existing Powerline AV Network:

As the figure above shown, Powerline adapter A, B and C have formed a HomeplugAV Network. The
user wants to remove one device (Powerline adapter A) from this network.

Step 1. Press and hold the Pair button on Powerline adapter A for at least 10 seconds. Powerline
adapter A will reset and restart. (The Power LED of Powerline adapter A will momentarily
extinguish during resetting, flash during restarting then illuminate steadily.)

Step 2. Wait for the reset to complete.
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Appendix A: Troubleshooting

The Troubleshooting provides answers to common problems regarding the Powerline Adapter.

1. The U Power LED does not light up.

Ans. Check the following:

a) Make sure that the Powerline Adapter is properly plugged into a power outlet.

b) Make sure the power outlet is active (working) by plugging another electric device into it.

c) Re-plug the Powerline Adapter to the power outlet. If the Power LED is still failed to light up,

contact your local dealer for technical support.

2. The ﬁ Ethernet LED does not light up.

Ans. Check the following:

1.

3. The

Make sure that the Ethernet cable (RJ-45) is properly connected to the Powerline Adapter’s
Ethernet port.

Make sure that the other end of the Ethernet cable (RJ-45) is properly connected to the
computer LAN card or to you Cable/xDSL Ethernet port.

Make sure your computer LAN card is properly installed and configured.
Make sure your Cable/xDSL broadband access is working and configured correctly.

Contact your local dealer for technical support if the Ethernet LED is still failed to light up after
the above procedures.

DN

& Powerline LED does not light up.

Ans. Check the following:

1.

2.

3.

Doubile click to enable the Management Utility and click the “Rescan” tab under the Network
configuration homepage. The Management Utility will automatically detect all other Powerline
Adapters on your powerline network.

Try to plug a second Powerline Adapter into a near by power outlet and check whether the
Powerline LED lights up or not.

Contact your local dealer for technical support if the Powerline LED is still failed to light up after
the above procedures.
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